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What did we announce at Ignite 20217

Check out the latest eDiscovery blog from Ignite 2021:
https://aka.ms/ediscoveryblog

Check out the Ignite Book of News:
https://news.microsoft.com/ignite-november-2021-book-of-news/




What we are hearing from customers and legal teams

“We have so much data in Teams  “The eDiscovery process can be “We use eDiscovery tools for
and in collaboration platforms cumbersome and fragmented” much more than legal or
that understanding what is litigation; we use it for security,

relevant is challenging” compliance and more”



What have we been working on in
Advanced eDiscovery?

Increased scaling for
- cases and legal holds

Better insights and

visibility for cloud [=]
forensics l ekl

A An even better and
more reliable user
experience



Updates to Advanced eDiscovery

- Versions as Shared is public preview

- Historical Versions is public preview

- Querying in Keyword Query Language (KQL) is public preview
- Teams Transcripts are GA

- New cases (formerly “Large cases”) are GA

- Auto-scaling for Legal Holds is public preview

Public preview = preview before GA, may include beta or pre-release features

General Availability (GA) = release version, fully supported




eDiscovery challenge:

the changing nature of data and collaboration creates
challenges in data collection

how Advanced eDiscovery helps:
better insights and visibility for cloud forensics

Microsoft Advanced eDiscovery “What's New” webinar, November 2021




Discover Version as Shared

Public Preview

Identify and collect the right version of a document

Discover the version of the
cloud attachment that was
shared

The relevant portion of the
communication was the state of the
document at the time it was sent -
now discover the version as it was
shared

Enable cloud attachment
retention policy via MIG

New retention policy enables cloud
attachments preservation in the
preservation hold library at the
time of share with a new unique file

Discover cloud attachments
shared in Teams

Configure policies so that cloud
attachments shared via Microsoft
Teams are automatically added to
review sets
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Saved filter queries ™

Sender/Author: Any v

Keywords: Any Date: Any
b @v —»v o
= Subject/Title Status
v @ Ready
@5 XYZ Research.docx Ready
@5 XYZ Research.docx Ready
() @5)65E7F817685C468... Ready
@3 XYZ Research.docx Ready
Ll Ready
> Brain Tyler shared ".. Ready

> Insider Information Case > XYZ Review Set

Y& Filters

Date

Aug 17, 2021 12:58..
Aug 17, 2021 2:43
Aug 7, 2012 9:44 AM
Aug 17, 2021 1:07 ..
Aug 17, 2021 1:07 ...
Aug 17, 2021 12:53,

Aug 17, 2021 12:59..

Subject/Title: Any

1of 14 selected = v

Sender/Author File class

Brain Tyler <btyler. Email

btyler@newag5.on... Attachment

btyler®newagb.on... Attachment

SHAREPOINT\system Attachment

btyler@newag5.on... Attachment

Brain Tyler <btyler... Email

Brain Tyler Email

Tags: Any

65E7TF817685C46BABC3ED46DCFEIEIA9 2.0 132C23153FDD42FIB783A

Source  Plaintext Annotate Metadata

Word [é Accessibility Mode IE;! Print P find

Research & Recommendation on XYZ Tiny Company

This is one of the most well capitalized futuristic space materials company in the
problem is they have a long way to go before establishing their product

My recommendation on this stock is a BUY in the next 6 months, The following ar
1. Most of their production has neared completion and expected to be available ¢
month based on the annual report

2. They have robust arrangements with their suppliers so there will not be any ma
the next 2 years.

3. They filed 5 mission eritical patents in the last 1 year which are on the verge

4. [Confidential) There is news that Mr, Rhaet (current CMO of BigPlayer, inc.)
current Cheif Marketing Officer in the next few months. If this happens, this co

tremendously in the next few years based on his success in the past. However,
to us through internal sources

So, let's keep our eyes open on this company and recommend as BUY for our ¢l

months
[
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Historical Versions

Index and search all documents in a SPO site

Search by keyword across all
versions of documents

Search across all historic versions
of site documents to find specific
keywords or business critical
information buried within prior
versions

Advanced eDiscovery admin
portal per site

Enable specific sites for historic
version recrawl and indexing to
include in search and collection
scope

Get estimates, collect content
for responsive versions only

Review estimates, statistics and
collect only versions of
documents that are responsive to
your query for review and export
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@ eDiscovery ~
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I Advanced

5 Information governance

(& Information protection

£ Insider risk management

Microsoft 365 compliance

Advanced eDiscovery > Cases > 080421
Saved filter queries
Keywords: Any Date: Any
B @v —»v @
O Subject/Title
BY  spec plan2.docx
@5 specpland
-} ec plantl.dos
uf spec planT.doc

@5 specplandocx

@ T specpiandoc
Q spec plan.d
o spec ph

versions site review

% Filters

Sender/Author: Any

1of9selected [ ~

Subject/Title: Any

Is from docume... T

Tags: Any

spec plan.docx

Source  Plaintext  Annctate

Public Preview

Metadata

Plan for the spec

Keywords
Bazooka

Rubyrock

Word [@ Accessibility Mode

& print

Pting (R immensive Reader  +en

This the doc

Tank

Enveiope
Mustard

watarmeion
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eDiscovery challenge:
our teams are sorting through so much data and so
many steps to find what is relevant

how Advanced eDiscovery helps:
an even better and more reliable user experience

Microsoft Advanced eDiscovery “What's New” webinar, November 2021




New KQL Editor Experience Public Preview
Build new queries faster and more efficiently

New KQL editor experience
across holds and collections

Now build or paste in complex queries
directly into the KQL editor in Core and
Advanced Holds queries and Core
Searches and Advanced Collections
queries

Paste complex queries and
get custom feedback

Bring your long complex query and paste
directly into the editor for
recommendations on syntax and
completeness for the best results

Build queries from scratch
with auto-completion

Pull properties and common queries for
drop-downs and auto-completions for
ease of use and getting to a robust query
quickly

i Microsoft 365 compliance

Edit collection

@ Nameandd Define your collection conditions
| These are the search conditions that will apply to the custodial and non-custodial data sources you identified in earlier steps and will
@ Custod PPl y P
C I .
| fald populate your collection.
X ’ Enter keywords or use the keyword list. You can also add conditions to narrow your results. Learn more
on
I Query language-country/region: None £=
@ Additional I locations
| (O Condition builder
@ Conditions (®) xaL editor
l (c:c) (Filetype=docx) Messageiind:
Save draft alue
| acts
O Rev does
il
ternalda

1 errors detected

Potential errors (1)




Teams Conversations as HTML Transcripts
Search Teams content at scale

Better Teams context

Collecting aggregated messages as a
single conversation HTML enables users
to manage larger amounts of Teams
content and gives better insights into
the conversation context

Rich meta-data

Stamped with useful meta-data to help
users quickly find search for Teams
related content such as
TeamsChannelName or MessageKind

Support for edited/deleted
messages

Clear indication of messages that were
deleted or edited within transcript

General Availability




eDiscovery challenge:
cases, legal hold amounts, review sets all continue to
grow in size and amount of documents!

how Advanced eDiscovery helps:
increased scaling for cases and legal holds

Microsoft Advanced eDiscovery “What's New” webinar, November 2021




New Cases

(formerly “Large cases”) . .
Discover more with larger review set and case sizes

Increased case limits

Manage large volume
cases with more than 40
million items per case

Enable large collections

Collect up to 1TB at a time
into large review sets to
enable high volume/ large
items

Support for larger
exports

Export 5 million
documents or 500 GB of
data (whichever is smaller)
in a single export job.

General Availability

New eDiscovery Case

Give this case a friendly name 5o you can easily find it again later

| Enter a name that you can easily find again later

Case number

[ Enter a number that you want to associate this case with
Case description

-
Enter a description for your case

Do you want to configure additional settings after creating this case?
(®) Yes.| want to add members or configure the analytics settings.

(O No, just go to the home page. I'l use the default case settings for now.

Case format

(@) Large case (178 per collection) (Preview)
Large cases have increased limits of 178 per collection and review set
Teams and Yammer messages will be aggregated into HTML transcripts and
cloud attachments will be collected by default

O Normal case (300GB per collection)
Normal cases are subject to previous case limits of 300GB per collection,
and 3 million total items in a case.

Advanced eDiscovery

Overview  Data sources

Collections

JW.6.29.2021 LargeCase

Review sets Communications  Hold

Processing

Exports

Review sets help you manage content that you've collected from Office 365 and non-Office 365 data sources, such as documents, email,
and chat messages. You can collaborate with other case members to analyze, query, review, tag, and export content. Learn maore

-+ Add review set Open review set ¥

Name

Teams private channel irrep
Teams Private Channel Irref
Teams Channel Icecream
Teams 1-N Pancake

Teams 1-1 Waffles

Teams private channel irrep

Status

ready

ready

ready

ready

ready

ready

Export () Refresh

Size (GB)

0.001/1024
I

0/1024

0.001/1024

0.631/1024
1 —

0.128/1024

0/1024
I

Created by

Size limits

There are size limits for a case and for
individual Review sets within the Case
that effect available functionality. We'll
alert you as you approach these limits
and provide options,

Review set size limit (GB)
Teams private channel irreption 0.001/1024

Teams Private Channel Irreption Cpy 0/1024

admin@edbig.onm oft.c

admin@edbig onmicrosoft.cr

admin@edbig onmicrosoft.cs

admin@edbig onmicrosoft.cs

admin@edbig onmicrosaft.cs

admin@edbig.onmicrosaft.ce

Teams Channel lcecream 0.001/1024
Teams 1-N Pancake 0.631/1024
Teams 1-1 Waffles 0.128/1024

Teams private channel irreption 3rd  0/1024
aanother




Auto-Scaling for Legal Holds Public Preview
System will partition into multiple legal holds as needed

Auto-scale hold policies
When you place hold on more

than 1000 mailboxes or 100 sites,

system automatically partitions
data locations into multiple legal
holds

Support for import
custodians & Graph API

Bulk add large number of
custodians to your cases with
confidence

Hold status for each
data location

View granular hold status for
each data location

A :
i 98 Contoso Electronics MA

L H x B w & xd 2 |
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8

SHold-2cec4880-ecdc-4082-924d- 22813430549
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Want to learn more about Advanced eDiscovery?

eDiscovery Resources

“Become an Advanced eDiscovery Ninja" page: https://aka.ms/ediscoveryninja
Homepage: http://aka.ms/ediscovery

Latest blog: https://aka.ms/ediscoveryblog

Learn eDiscovery (Microsoft Learn Track): https://aka.ms/learnediscovery

More from M365 Compliance

« Compliance Webinars: https://aka.ms/compliancewebinars

Join for our next Webinars, Nov 17 & 19 and Dec 1 & 3!



Thank you!

Please take our webinar survey:
https://aka.ms/ediscoverysurveyl

Become an Advanced eDiscovery Ninja:
https.//aka.ms/ediscoveryninja

Check out our Ignite blog:
https.//aka.ms/ediscoveryblog




End

https://aka.ms/ediscoverysurvey1




